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| nt roducti on

Rol e based access control has been used in conmputer systens for at
| east 20 years, but only within the past few years have rigorously
defined general purpose Role-based Access Control (RBAC) nodels
begun to appear. Lately, there has been great interest in RBAC
RBAC has captured the attention of major vendors and researchers.
For instance RBAC properties are now being directly designed into
dat abase products and several articles from around the world
imerged. To maintain this nonentum and to allow RBAC to reach its
full potential, we nust approach RBAC from the perspective of
enterprise conputing in the commercial arena. In other words, how
will RBAC help in providing cost-effective information technol ogy
solutions to carry out the business activities of enterprises? The
recent flurry of activity in RBAC suggests that RBAC has the
capability to serve security requirenents that are not being net by
currently available systens. The purpose of this panel is to
di scuss the current state of RBAC research and future directions in
research and inpl enentation of RBAC

Arole is chiefly a semantic construct formng the basis of access
control policy. Wth RBAC, system admnistrators create roles
according to the job functions perfornmed in an enterprise, granting
perm ssion (access authorization) to those roles, then assigning
users to the roles on the basis of their specific job
responsibilities and qualifications. The benefits to an enterprise
are ability to admnistratively specify and enforce enterprise
specific security policies that can not be achieved using other
met hods of access control, and to dramatically streamiine the
typically burdensone process of authorization nanagenent.

Wiy are rol es special ?

The central notion of role-based access control is that users do
not have discretionary access to enterprise objects, but instead
access permssions are admnistratively associated with roles, and
users are admnistratively made nenbers of appropriate roles. It
has been felt that this idea can greatly sinplify managenent of
authorization data while providing opportunity for gr eat
flexibility in specifying and enforcing enterprize specific
protection policies. Roles can be created for various job positions
in an organization. Users can be nade nenbers of roles as
determned by their responsibilities and qualifications, and can be



easily reassigned from one role to another w thout nodifying the
underl yi ng access control structures.

In sone cases the potential benefits of RBAC have been accepted by
both users and vendors, wthout a precise definition of what

constitutes RBAC. In the past RBAC features have been i npl enented
in enterprise applications, wthout a frame of reference as to its
functional makeup, maki ng RBAC an anorphous concept interpreted in
different ways by users, researchers, and system devel opers.

There is a clear need to define and guide the evolution of a
reference nodel for RBAC that is vendor neutral and nechanism
i ndependent and serve as a unifying force. From a conmercial

standpoi nt, we have to consider how RBAC fits into energi ng nodel s
of conmputing, to include nassive distribution such as internet,

interoperable objects and software conponents, and workflow
aut omat i on.

To pronote the advancenent and definition of RBAC the National
Institute of Standards and Technology (NIST) is conducting and
sponsoring research in the area of RBAC To date three
i ndependent|y devel oped efforts on RBAC are underway at N ST. a
Smal |  Business Innovation Research (SBIR) program with Dr. Ravi
Sandhu of George Mason University and Seta Corporation to help
define RBAC and its feasibility, an effort with NSA's R23 Research
and Engineering group and Dr. Virgil digor of the University of
Maryland to create a formal nodel and inplement RBAC on a
pol i cy-i ndependent Mach m crokernel -based operating system being
devel oped by R23 called Synergy, and a Advanced Technol ogy Program
(ATP) effort being led by John Barkley of NI ST to denonstrate how
RBAC can be used for a health care system As a result of these and
other research efforts into RBAC, a nunber of well defined RBAC
approaches and nodel have been creat ed.

Common Mbdel for RBAC

To date this RBAC research has yielded success in that advanced
properties and nodels of RBAC are now w dely available through
nunerous publications on the subject. In sone cased viability of
advanced RBAC features have been denonstrat ed t hr ough
i npl enentation and their application. There are even signs that
sone of the nore advanced properties of RBAC are now bei ng desi gned
and inplenmented within significant and well established commerci al
pr oduct s.

Al t hough, the state of the technol ogy has advance consi derably over
the past few years, there still does not exist a single or defacto
standard for RBAC. Wrk is now being conducted to develop a
consolidated nodel of RBAC that takes advantage of past and
existing research. Wile there does exists a good anmount of
agreenent as to what constitutes RBAC, many differences do exist.

An obvious question is whether there should be a comon, wdely
accepted, nodel for RBAC, as there is for nmulti-level security. If



so, what nodel should be used? It is probably too early for a
formal standard for RBAC, but we are likely to see a common node

begin to energe as industry inplenents role based systens. One RBAC
specification that has already been inplenmented in conmmercial

systens is included in the latest SQ3 database standard. But many
applications have requirenents that differ from database systens,
so a general purpose nodel for RBAC nmay | ook different from that
defined for SQ. For exanple, many applications may require dynamc
separation of duty, which is not part of the SQ3 definition of
RBAC. O her open consensus specifications with RBAC conponents
include the Secure FEuropean System for Applications in a
Mul ti-vendor Environment (SESAVE), and the RBAC exanple included in
the bject Managenent Goup's Common Object Request Broker
Architecture (CORBA).

The notivation for this panel is to publicly describe and conpare
sone of the nore prom nent RBAC approaches that exist today.

It is expected that the panel nenbers wth their diverse
backgrounds will bring both an industrial and academ c perspectives
to the discussion.



